«OCTOPOKHO, MOIIICHHUKH »

B ycnoBusx pa3Butust 1iudpoBoi SKOHOMHUKH, SJIEKTPOHHBIX TUIATEKHBIX CUCTEM
MEPCOHAIBHBIX JJIEKTPOHHBIX YCTPOHUCTB U VHTEpHETA CTPEMHUTENIBHO BO3POCIO
KOJIMYECTBO COBEPILIECHHBIX C UX UCMOJb30BAHUEM MPECTYTICHUIA.

CoOBepIIICHUIO TAHHOW KaTerOpuHu MPECTYIJICHUHA CHOCOOCTBYIOT JOBEPUYUBOCTH
TpaXJaH, HEIOCTaTOYHAsS WX OCBEIOMJICHHOCTh W TMPEHEOPESKHUTEIHHOE OTHOIICHUE
K 2JIEMEHTapHBIM MpaBUiIaM O€30MaCHOCTH.

JInsg  mpenynpekIeHUs MPOTUBOIPABHBIX JEHUCTBHM 10 JHUCTAHIMOHHOMY
XUIICHUIO ICHS)KHBIX CPEJICTB BaXKHO 3alIOMHHUTH CJICAYIOIIICE.

Cotpyaauku 0aHka 1o TenedoHy WIHM B JJICKTPOHHOM IUChME HE 3allpaliiBaloT:

® [IepCOHAJIbHBIC CBEACHUS (Cepus W HOMEp IaclopTa, aJApec perucTpaluu,

uMsI ¥ (paMUJTUS BiIaJIeIIblia KapThl);

® pekBU3UTHI, cpok AeicTBus, [IMH- u CVV-konb1 6aHKOBCKHX KapT;

e mapoiau Wik koAbl 3 CMC-cooOmeHuit i MOATBEPKIeHHUS (hHHAHCOBBIX

orieparuii Uil UX OTMEHBI,

e JIOTWH W TapoJib JIJIs BXOJa B JIMYHBIM KaOMHET KJIMeHTa OaHKa.

CotpynHuku 0aHKa Tak)Ke HE Mpe/IJiararorT:

® YCTAaHOBHUTh MPOrPAaMMBbI YIAJEHHOTO JOCTyna (WM UHBIE CTOPOHHUE
MPUJIOKEHUS) HA MOOMJIBHOE YCTPOWCTBO U Pa3pelIUTh MOAKIIOUCHUE K HUM
Mo/ MPEIJIOrOM TEXHUUECKOHN MOAIECPKKHU (HapuMep, y1aJieHUEe BUPYCOB);

e nepeitu o ccbuike 3 CMC-coob1eHus;

e BKJIIOUMTH IIepeajpecaldio Ha TeleoHe KIMEHTa JJid COBEPIICHUS
B JIaJIbHEUIIIEM 3BOHKA OT €r0 MMEHH B OaHK;

® [I0J] UX PYKOBOACTBOM II€PEBECTU JIsi COXPAHHOCTHU JICHEKHBIE CpPEIICTBA
Ha «3alUIIEHHBIC» WU «0€e30MacHbIe» CUETa,

e 3aliTh B OHJIalH-KaOuHeT 1o cchbutke u3 CMC-coobIeHuss ui 3JIeKTPOHHOTO
M1MchMa.

bank MoOXXeT MHULIMHPOBATH OOIICHHE C KIMEHTOM TOJBKO JII KOHCYJIbTaIlUd
M0 MpPeAoCTaBiIsIEeMbIM yciayram. IIpuw 3TOM 3BOHKHM COBEPIIAKOTCA C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOM CTOpPOHE KapThl, HA O(QUIHUATIBHBIX caliTaXx M OAHKOBCKHX
nokyMeHTax. IHple HOMepa He UMEIOT HUKAKOTO OTHOIIICHHS K OaHKY.

UtoObl HE CTaTh JKEPTBOM JUCTAHIMOHHOTO MOIIEHHHUYECTBA CJIEIYET
MCIIOJIb30BaTh TOJILKO O(UIIMAIBHBIC KAHAJBI CBS3U:

e (opmbl 00paTHOM CBsI3U Ha caliTe 0aHKa U B MOOMJILHOM MPUJIOKECHUH;

e TeneOHBI TOPSIYNX JTUHUM;,

® TPYIIBI WX 4aT-00Thl B MECCEHIKEpax (€CIM TaKOBBIE UMEIOTCS).

BaxxHo mOMHUTBH, 4TO MOOWJIBHBIE TPUIIOKEHHS OAHKOB CIIEyeT CKaYyMBaTh
yepe3 oduimansabie Marasunsl (App Store, Google Play u t.1m.).

HeoOxonumo yuuThIBaTH, 4YTO JEpKaTellb KapThl 0053aH CaMOCTOSATEIIBHO
obecrnieunTh KOHPUACHIINATILHOCTD €€ PEeKBU3UTOB U B 3TOM CBSI3U U30€raTh:

® MOAKIIOUEHHS K o0mienocTynHbiM cetsim Wi-Fi;

e ucnonb3zoBanus [IMH- wium CVV-kogoB mpu 3aka3e TOBApOB U YCIYyT

yepe3 ceTh «MHTepHETY, a Takke 1o Tenedony (pakcy);
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® COOOIIEHUsT Ha3BaHHBIX KOJOB TPETHUM JIUIAaM (B MIPOTUBHOM CIIydae JIFOObIE
ONEepalny, COBEPIICHHBIE C UX HCHOJIb30BAHUEM, CUATAKOTCS BBINOJIHEHHBIMH
caMUM JIeprKaTeieM KapThl U HE MOTYT OBITh OTIPOTECTOBAHBI).

[Ipu wucnonp3oBaHWM OAHKOMATOB OTJaBalTe MPEANOYTEHHUE TEM, KOTOPHIC
YCTaHOBJICHBI B 3alTUIIEHHBIX MECTax (HAIPUMEP, B TOCYUPEKICHUAX, opucax OAHKOB,
KPYIHBIX TOProBbIX IeHTpax). [lepen ero mcnosib30BaHUEM, OCMOTPUTE U YyOETUTECH,
4TO:

e BCE ONepaluu, COBEpPIIAEMbIE TPEABIIYIIUM KINEHTOM, 3aBEPILICHBIL;

® HAa KJIABUATYPE U B MECTE IS TPUEMA KapT HET JOMOJIHUTEIIBHBIX YCTPOUCTB;

® OTCYTCTBYIOT HEHMCIIPABHOCTH U UHBIE TIOBPEKICHHUS.

CoBepiiast onepanuy, HE MPUCTYIIMBAWTECh K COBETaM HE3HAKOMBIX JIOJEH
Y HE IPUHUMANTE UX OMOILIb.

[Ipu wucnonb30BaHWU COTOBBIX TenePoHOB (cMapT(OHOB)  colOmropaiiTe
CJIEAYIOLINE ITPaBUIIA:

® MpU YCTAaHOBKE MOOWIBHBIX MPUIIOKEHUNA oOOpallaiiTe BHUMaHUE Ha
MOJIHOMOYHMSI, KOTOpPbIE OHUW 3ampaliuBaroT. bynbTe 0COOEHHO OCTOPOKHHBI,
€CIM MPWIOKEHUE MPOCUT IMpaBa HA YTECHHUE aJIPECHOM KHUTH, OTIPABKY
CMC-coo61ieHunii 1 HHBIX YBEIOMIIEHHH, ToCcTyn K ceTn « HTepHeT;

® OTKJIIOYUTE B HACTPOMKAX BO3MOXKHOCTb HCIIOJIb30BaHUA TOJOCOBOTO
yIpaBJICHUS MPU 3a0JJOKUPOBAHHOM JKpaHE;

e He mnepexomure no ccbuikaM u3 CMC-yBenomileHUi, pa3IUYHBIX YaTOB
U MECCEH/DKEpOB, HE YOEAMBIINCh B HMX JOCTOBEPHOCTH (II€pe3BaHUBAMTE
JIOJSIM UX TIPHUCIIABILINM);

® HE [ICPCUHCISIUTE JICHEXKHbIC CpPEICTBA 3HAKOMBIM, POJCTBEHHUKAMU
u OJMU3KUM JIMIlaM Ha MX TPOCKOBI O TEPEeBOJE JEHEKHBIX CPEJCTB
u3 CMC-yBenomicHH, Pa3JIAYHBIX 4aToB 51 MECCEHKEPOB,
HEe yOeIMBIIMCh B HMX JIOCTOBEPHOCTH  (I€pe3BaHUBAWTE  JIIOJIAM
UX MPUCTIABIIUM);

[Ipy KCcnoJIb30BaHUM UHTEPHET-CEPBUCOB, B TO YUCIE ISl MOKYNKUA U MPOJAXKH

TOBApOB U OKa3aHus yciyr (AButo, FOna u T.11.) 3alOMHUTE psii MPOCTHIX NPABUII:

® ICMOJIb3yHTE CpeACTBA OOIICHUS, TPEAOCTABICHHBIE JTaHHBIMU CaiTaMU;

® HE MEPEeXOAUTh HA «HMHAUBUIyATbHOE» OOIIECHUE C MOCTOPOHHHUMHM JIUIIAMHU
C UCIOJIb30BaHUEM JIMYHBIX HOMEPOB TeNe()OHOB;

e HE I[epenaBaliTeé CBOU I[EPCOHAJbHBIE JaHHbIE, B TOM 4HUCJIa aJpec
MPOKMBAHMS, KOHTAaKTHbIE TeNe(OHbI, OAHKOBCKHE PEKBU3UTHI M KOJIBI
MOATBEPKICHUS OAHKOBCKUX OTIEPAIHii;

® CMOJIb3yHUTE TOJBKO TMOPAIOK U (OpPMBI OIUIATHI, TOJY4YEHUS] TOBApPOB,
MPEeAyCMOTPEHHBIC TAHHBIMU UHTEPHET-CEPBUCAMM.

IIpu ommare ToBapa u yciuyr B cetu «MHTepHET» (OCOOEHHO MpHU MPUBSA3KE

K PEryJsIpHBIM IUIATeXKaM WM aKKayHTaM) TpeOyeTCsl BCErjla YYUThIBaTh BBICOKYIO
BEPOSATHOCTh MEPEX0Jla Ha TMOJACIbHBIM CaWT, CO3JAHHBIA [JI1 KOMIIPOMETALIUU
KJIMEHTCKUX JAHHBIX, BKJIIOYAs TUIATEKHBIC KAPTOUHbBIC JTAHHBIC.

JIns MHHUMM3AalMM  BO3MOJKHBIX XUIIEHWM NPU NOPOBEICHUU OIepaui

C UCIOJIb30BaHuEM ceTu «ITHTepHeT» peKOMEHIYEeTCs:
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e 0hOpPMHTH BUPTYATBHYIO KapTy C YCTAHOBIIEHUEM pa3Mepa WHANBUIYAITHHOTO
JUMUTA, OTPAaHUYUBAIONIETO OMNEpaIlii, B TOM YHCJIE C MCIOJb30BaHUEM
Ipyrux 0aHKOBCKUX KapT;

e BHuUMarelbHO 4YHuTaTh TeKCThl CMC-cooOmiennii M WHBIX yBEIOMJICHUN
C KOJIaMH TIOJITBEPKIACHUM, POBEPATh PEKBU3UTHI OllepaIuii. ECIn peKBU3NUTHI
HE COBIAJAIOT, TO TAKOW MapOJIb BBOJUTH HEIB34.

Korma ©0Oanmk cudWTaer coBeplIacMble OT HMMEHH KJIUCHTA  OIEpaIuH
MI0/IO3PUTEIBLHBIMHU, OH MOYKET 10 CBOCH MHUITHATUBE BPEMEHHO 3a0JIOKHPOBATh JOCTYII
k cepucam CMC-6anka u oHmaitH-kaOuHeTa. Eciin onepanyu COBEpIIeHBI JiepKaTeaeM
KapThl, JUIsi OBICTPOrO BO30OHOBJICHHS JOCTyNa K JCHEKHBIM CPEICTBAM JTOCTATOYHO
MO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cmywae yrepm mnm cmMeHbl HOMepa TenedoHa, MPUBSI3aHHOTO K OaHKOBCKOM
KapTe, He00X0IUMO:

e CBs3aThCA ¢ OaHKOM I oTKiIroueHus yeayru CMC-yBenomieHus;

e 3a0JIOKHPOBATh CUM-KapTy, OOPaTUBIIUCH K COTOBOMY OIIEpaTOpy.

[Ipy BO3HMKHOBEHHMH MAJICHINMX TIOJO3PEHUN HAcUeT IMpeAIPUHUMAECMBIX
MONBITOK ~ COBEPIICHUS] MOIICHHUYECKUX JICHCTBUM ClelyeT He3aMeIIUTEIIbHO
YBEJIOMJISATh 00 3TOM OaHK.

CoOmrofieHNE TPUBEICHHBIX MEp M PEKOMEHAIMK TIO3BOJHUT MPEAOTBPATUTH
CJIydau TUCTAHIIMOHHOTO XHIICHUS JIEHEKHBIX CPEJICTB.

YHpaBHGHI/IC I10 HAA30PY 3a CIICACTBUCM,
AO3HAHUCM U OIICPATHUBHO-PO3BICKHOU ACATCIBHOCTBIO



